HIH «<AHAPOMEIA» nns mpudopoB «OKO-U2/EX/PRO/PRO-X/7S»

ITIIH «AHIPOMEJIA» siBnsietcst OecrutatHbIM pernerrneM 10 1000 00beKToB.
https://www.cnord.ru/security-center

B npubopax «OKO-U2/EX/PRO/PRO-X/7S» ecthb npotokon nepenaun ganusix « TCP-SurGardy, uro gaer
B0o3MOHOCTH paboTats ¢ [ILHH AH/IPOME]JIA yepe3 untepHer. B nmpubope He06X0IMMO BKIIIOUUTH Tepeiady
JAaHHBIX, ycTaHOBUTH IP-anpec unu nomennoe ums [1LH, yctanoBUTh opT paBHBIM, Hanpumep, 31199 u
MEPHOJNIHOCTD MEePEIayM TaHHBIX (TECTOBBIA CUTHAN), HAIPUMEP, 2 MUHYTHI. Takke He00X0JUMO BBECTH
yHUKaIbHBIN «ID» (ko1 00bekTa), KOTOPBIA ncHob3yeTcs npu perucrpanuu 0o0bekToB B [TITH «cAHAPOMEJIA».

BHumaHue! B npubope ucnonb3yemcsi asmomMamu4eckasi nodcmaHoeka cmaHOapmHou mo4ku docmyna APN e
UHmepHem yepe3 GPRS dnsi SIM-kapm ykpauHCKUX onepamopoe Mob6usibHolU cesi3u. B cny4yae Heeo3MoXxHocmu
ycmaHoersieHus1 cesi3u C cepeepoM Mpu aemomamuyeckoli nodcmaHoeke APN Heo6xodumo ¢ mnoMouibro
KOHgbu2ypamopa sieHo npornucams He06xodumyr mo4ky docmyina.

BriBepure COM-mopt npwbopa: | COM22 MopT oTKpBIT 0K VKD Beoog

BriGepuTe Tan npudopa: | OKO-EX w | HW: OKO-EX, IMEl: 866710033340321, SW. E3.8

Hactpoiikt | MormTopunr | Norwpoeadve | YoaneHHoe KOHQWrypUpoEaHUE

CuvTate HacTpoikK JanNUcaTe HACTPOMKM HacTpoikci no ymMonuaHmo Omepeime aidn CoxpaHuTe & daidn

- MNonezoBaTend
- MpoEoaHSIE SoHs! < Nepeaaya OaHHLN Ha CepBep > TCPcepeepn OKO

-- BecnposogHee gamamkm
__ JLI T — MepromiHHOCTE NEPemaYM ASHHEIK Ha cepeep [ MIH )
i#l- Kniow IButton (Touch-Memory) MNepesit P WM ADMEHHOE MMA CEPEENa Mop
< tr webhop net > m

Bropoi IP-agpec unk gomMeHHoe MMA cepeepa Mopr 2

OBwme
- Mnate pacwwperiaa no R5485
- Pacracanua

- AHaNoroBbIE EX0 03 MpoTokon Nepenay @ 1D | 8000
- Papmoposemn Expert

HacTpoikn GPRS

Touka aocTyna & wHTepHeT (APN) cim+apTel npubopa GPRS usename GPRS password

B cnyyae HEBO3MOXHOCTU YCTAHOBIIEHNS CBS3U C CEPBEPOM Mpu
aBTOMaTU4yeckon noactaHoske APN HeobXxo4numMo C NOMOLLIbH
KOHUrypaTopa sIBHO nponuncaTe HEO6XOAMMYIO TOUKY AoCTyna,
a Takxe nonb3oBaTenb/napornb B criy4ae HeobxoanMoCTy.

Ansa Hactpowku TTHH «AHAPOMEIA»:

1. 3anyctute «MeHepxep cobbituny MO «AHgpomena «LleHTp oxpaHbi»». Haxxmnte npaBov KHONKOW MbiLLN
Ha MKOHKY B Tpee. B BbinagatowemM MeHo BblIbepuTe NyHKT «ICTOYHUKN COOLITUIY.

Hacrpoika...

WecToyHnkn coBblThi..,

WMerounnen cobeimuil (cnysier)...

OBpaBoTunkn cobeIThi...
Ceasb ¢ "OBnakom”...

O nporpamme...

=l

Birog vz nporpammel

~ i Mg om Tl gy PYC

05.11.20n8



https://www.cnord.ru/security-center

2. B nosiBuBLUEMCSI OKHE [06ABLTE UCTOYHUK COOLITUIA — HaXXMUTE KHOMKY «[Jo6aBuTbL», BbiOpaTh
«cTouHMK cobbiTvn no TCP/IP», HaxkmuTe «OK».

Andromeda events sources

"GuardBox" software events source
BBCS Euro event source

LONTA-202 events source
MultiProtocol events source
PimaGuard events source
RC 4000 events source
R5-200 events source

Smalldesk events source
Ciar Moed Avimmbe moe —

| Add... ||Properties...|| Delete | | 0Ok || Cancel |

3. HaxmuTte kHonky «Csonctea» («Properties») n Ha 3aknagke «Obwme» otmeTbTe «MICTOYHMK COBbLITUIA
BKIMOYEH», a Ha 3aknagke «lMpnémHuk cobbiTnny BBeanTe AaHHble cepepa TCP/IP, a Takke Tun kaHana
npuéma n ero Homep.

Common | Receiver settings Receiver settings

Ewvent source description TCR/P server

|Events source via TCPAP o s |DIU.D.D |@| -— :D
Event source intemal number 8000

Control time [min]

Receiver gettings

Receive channel type | GPRS v
Receive channel number

Customner nurnber shift

Charnel rumber shift

A Enable event source

g L]

QK | | Cracysami | |3ac‘rocyaa'm|

| Add... ||Properﬁes... || Delete | Cance

4. B «MeHexep 06beKTOBY, B KavecTBe WabnoHa cobbiTui, Beibpath «ContactlD, pasgensl n 30HbI».

| QK | | Cracysam | |3ac1'ocysam|

| Add... ||Properh'es... || Delete | Can

Ofvekt OreercTeeHHbie nMua  Pacnucanwe oxpadel  WaBnod coBeimwil

Y21 EL)

Hauars [F2] Mpoaomsure [F3]

£ Tunwaeir Homep & Haszsadue Anpec Tenepod 1 Tenedod 2 Tun ofbekta
» 8000 test OK0-ExX Kuig, KoTosceroro uc

Dﬁ’bEKTI Pasnenbll LLInelficDbll OTEETCTEEHHEIE J'IHLLaI M_\.\Alarml DxpaHaI KoHTponeHoE BDEMF!I Pacnucanue owparel W aBnon codemuil | NonaaHurensHele xapakTepuoTiku 4

ContactD, pasnens v soHsl JNofiaeuTe cobemye WameHuTe cotemue Yoanume cofemue

|K011 A |Kr|ac:c: CoBbTHA |F'asner| |LLI.-"I'I |DnucaHue CoBbTHA |

E401 CHATHE CHaTHe C oxpanbl Yopart% Youser%o
E402 CHATHE Ipynna - cHATHE C oxpanbl Yopart% Youserto
E403 CHATHE ABTO CHATHE C oXpaHnbl Yopart%o
HencnpasHocTb 3axkpoiThe C onosganneM Yopart®%
3anepwaHHoe CHATHE C oxpanbl Yopart%

E407 CHATHE ¥YAaansHHoe CHATKE C oxpaHbl Yopart¥e
E408 CHATHE BeicTpoe cHATHE C oxpaHbl Yepart®e




[Tpumep monyyeHHbIX aHHBIX OT nprbdopa Ha [TIH

Hactpoiika... | Onepatop... Kaprouka... F4) | Cofemua [F5) | Tpesoru... [FE) | Orpadorka... [F7) Dneparop: Agmunuctpatop  16:21:31
" CoCTOAHWE OBEKTOE
Brero ofeextoe: 1 TpeBo#HE: 1
I Hauare [F2] MNpogonsre [F3)
S Hortep & HassaHue Anpec Tenegod 1 Tenedon 2 Tun ofberta
ﬂ. a0oa test OKO-Ex Kuis, F.oToecekoro uc

Bce ITpesomele! I'Io.u.TEsepmeHHmel HacTiaHD BSFlTbIEI DHDaHHEMbIEI He nog DHDaHDD’iI

Cofibmis
Nexra | TpeBDFMl DfbexT SDDDI |—|35I'II'IbII

K.aHan | Hara | Kog | F'aa.uen-LIJ.:’I'II K.nacc cofiemun I OnucaHuye cofemua I Haoraep I Hazganue
FiE] Gprel 05171 16:14:28 HeucnpasHocTs Mepesanyce cHETEME 2000

o Gprsl 0511161541 EYE0 K.nacc He onmcan CofSemue He onMcaHo 2000
\(Gprs'l 0511 16:15:28 R130 1-1 Chpoc Brops#eHue 8000 test OK.O-EX
e Gprs1 0511 16:15:30 E130 Bropsenue test DKO-EX
W Gprsl 0517 16:17:44 R130 1-2 Cépoc BropkeHue 2000 test OKO-EX
ﬁ Gprsl 0511 16:17:45 E130 1-2 Tpesora BropxeHue 8000 test OKD-EX
5 Gprsl 0511 16:19:49 E301 OTrmoveHHe 2208 5000 test ORO-Ex

@ Gprs1 0517 16:20:34 E400 O0-1 CHaATHE CHATHE € OXpaHB 8000 test OKD-EX
<

16:20:34 FKoa: E400 Cofiitve: CHarve, Coartve ¢ oxpais O6wext N 8000 [test OKO-EX)

Hactpoiika... Oneparop... Kaprouka... [F4) Cotbmua [F5] Tpeeoru... [FE] Orpatiorka... [F7) Oneparop: AaruHqcTpaTop 17:43:25
CocToAHWe DGLEKTOE
Bcero oftverToe: 2 TpeEoHHE: 2
I Hauare [F2) Mpogonxwre [F3]
S Hortep &0 HazeaHue Aapec TenegoH 1 Tenegon 2 Tun offbekTa
. 332 test OKO-52 Kuiie, Wyrosa uc
» az3 test OK.O-EX Kuig, K.oToBckkora uc

Bce ITDBBD}KHbIBI I'Io.u.TBepm.ueHHblel HacTHiHo BSFlTbIEI DHpaHﬂeMblel He nog DHpaHoﬁl

Cotbmua
Nerra |TpeBDru| Offeext 8123' Fpgnnbll

F.aHan Hara Koo | Pazgen- WA | Knacc cofemun OnWcaHWe codkmin HazgaHue

0511 17:10:16 Basarue Mocranoeka Ha oxpaHy test DKD-52

0511 17:10:17 Tpesora Bropxenue test OKO-52

$ Gprs1l 0511 17:11:02 E400 O-1 CHsATHE CHATHE C OXpaHW 332 test OKO-52
e Gprsl 05.1117:24:41 K.nacc He onMcaH Cofbmye HE onMcaHo test OKO-EX

f 05.11 17:24:44 TpeBoxHana KHONka TpesoxHan KHONEA test OKO-EX

0511 17:25:31 B3aTHe NocraHoBka Ha oxpany test OKO-EX

0511 17:25:32 Tpesora Bropxenue test OKO-EX

f@’ Gprs1l 0511 17:25:44 E400 O-1 CHsTHE CHATHE C 0XpaHH 8123 test OKO-EX

05.11 17:27:43 TpeBo%HaA KHONKa Tpeso#kHan KHONKa test OKO-EX
05.11 17:28:00 BaarHe NocraHoeka Ha oxpany test OKD-EX
0511 17:28:01 Tpesora Bropxenue test OKO-EX
¢ Gps1 0911 17:28:27 E400 O-1 CHaTne CHATHE C oXpaHb 8123 test DKD-EX
8 Gpist 0511 17:28:56 E3Mm Orrmoverme 2208 23 test OKO-Ex
0511 17:42:17 B3aTHe NocraHoBka Ha oxpany test OKO-52
0511 17:42:18 1] Tpesora Bropxenue test OKO-52
wapls'I 05171 17:42:43 R130 0-1 Chpoc BTops#eHue 332 test OKO-52
¢ Gprs1l 0511 17:43:10 E400 CHsATHE CHATHE C OXpaHW 332 test OKO-52 v
£ >

17:43:10 Koa: E4AD0 Cotomrue: CHaTue, CHATHe ¢ oxpadnl Odbext M= 332 [test OKD-52)




